
Knoppix 5.1.1 for
Trusted Computing Geeks

Knoppix 5.1.1 にトラステッド･コンピューティング技術を組込みました
トラステッド･コンピューティング技術

TCGが仕様を定義 https://www.trustedcomputinggroup.org
Member: AMD, HP, IBM, Infineon, Intel, Lenovo, Microsoft, SUN

追加したTCG関連ソフトウェア
GRUB with TCG Patch (http://trousers.sourceforge.net/grub.html) by IBM

Trusted boot を実現するためのブートローダ

Kernel with IMA patch (http://sourceforge.net/projects/linux-ima) by IBM
カーネル上で動作する実行ファイルを測定して記録

TrouSerS (http://trousers.sourceforge.net/)
TPMにアクセスするためのソフトウェアスタック

TPM Manager (http://sourceforge.net/projects/tpmmanager) by C. Stueble
and A. Zaerin

ユーザーインタフェース

TPMに記録された値が動的に変化することを確認できます

本研究は、経済産業省 新世代情報セキュリティ研究開発事業の研究として
日本IBMと産総研が行っているものです

KNOPPIX関連の開発は産総研が担当しています
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使い方

BIOS設定でTPM Enable
CDからPC起動
Grub: KNOPPIX (2.6.19.1+ima) を選択

tpmmanager (TPM_Manager) を起動
command line: $ sudo tpmmanager
KDE Menu: ->Utilities -> TPM_Manager

TPM Manager の “PCRs” タブで、PCR値の変化を確認可能
アプリケーションを動作させると、IMAが計測し、PCR[10] に記録する

ログ
IMA :     /sys/kernel/security/ima/ascii_bios_mesurements
GRUB:  /sys/kernel/security/tpm0/ascii_runtime_mesurements
上記のファイルが見えなければmountしてみてください。

# mount –t securityfs none /sys/kernel.security
ThinkPad X30,T42 (Atmel), LetsNote Y7 (Infineon) で動作確認済み

その他のPCでの動作状況を教えてくださるとありがたいです！
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Trusted Bootのログ
/sys/kernel/security/tpm0/ascii_bios_mesurements

PCR     SHA1 Event

↓ ↓ ↓

5 d9be6524a5f5047db5866813acf3277892a7a30a 04 [  ]
6 d9be6524a5f5047db5866813acf3277892a7a30a 04 [  ]
7 d9be6524a5f5047db5866813acf3277892a7a30a 04 [  ]
4 38f30a0a967fcf2bfee1e3b2971de540115048c8 05 [Returned INT 19h]
4 89f0284e00992d067654818a9f2c09bbaa31acde 05 [Booting CD ROM, - MATSHITADVD-RAM UJ-833S]
4 8dfd8ee51758ac29ccf1bb6eedc2d483acf83a9b 0d [IPL]    block[0x18800-0x189FF] on CD-ROM
4 1cdac212c5342627905cfcc4931972a8b4a09996 0d [IPL]   /boot/grub/stage2_eltorito
4 2cedbf54913d69d027c5b97e02763f921b16e345 06 []
4 8cdc27ec545eda33fbba1e8b8dae4da5c7206972 04 [Grub Event Separator]
5 8cdc27ec545eda33fbba1e8b8dae4da5c7206972 04 [Grub Event Separator]
5 f1f74d078d57197ee9cd9205995a6ba5e6a68cbf 0e [IPL Partition Data]     /boot/grub/grub.conf
5 aed235d4ddb5fed00156f4991f2c1d1330c97694 1105 []
8 94c417906f8d383b811d918dce6bafdbc650ed42 1205 []      /boot/isolinux/linnux-ima
8 793eb4a591229afe35d60d5c2b66cee9dc33225c 1405 []      /boot/isolinux/minirt-ima.gz
5 2431ed60130faeaf3a045f21963f71cacd46a029 04 [OS Event Separator]
8 2431ed60130faeaf3a045f21963f71cacd46a029 04 [OS Event Separator]
8 fac33a1fc0ad42c07d00322d64c23f67567f334a 1005 []

Measured blocks, Measured files



Linux IMA のログ
/sys/kernel/security/ima/ascii_runtime_mesurements

PCR     SHA1 Event

↓ ↓ ↓

10 eeb9e57fc3a66e85858585329c7291a2e138d695 boot_aggregate
10 4cd410cbd7766b0672dfeb0b73756c490c1262b6 /static/ash
10 449c076c8bbde638c37e075d63ccd7a6ac6602a0 /static/insmod
10 06dd0a423bd7d35ea2388c481a329b34552db3c0 pas16
10 23a1ba028254b2d5c14f7d6240764706f83bcaa9 psi240i
10 0fa2ec2a67a3e33ea062f4715b1a0d566fe5ce83 t128
10 b55dfa9b2ab368b7f2d839b39dd69613c69a0d56 u14_34f
10 c68b8de398d26abf41989364eb77be153464cd87 wd7000
10 cccf8dc1ff3748dcfa8c4d145a461a3deda6431d usbcore
10 0a2447092eb5d5b337cccfe2afb75dcdae7c40de ehci_hcd
10 bbaa6a8dfb5fe4046c4dec4b6d3d98db15067491 uhci_hcd
10 ed884c4117228e62e1308d66c7d874eecbf37c49 ohci_hcd
10 28a42c13e7f1a184c5942504f4212df6bf486d9b libusual
10 da56881b1a67e4fc77c435fa707bb7a0d965b9dd ff_memless
10 60a55c22343bfcf36cdb1ad29f821766ec0d7434 usbhid
10 e77e0f18af3926c57a9d670af1bf9b1bf6c74664 usb_storage
10 b8e66d764704d0d743676ab58679366a178e07e2 ieee1394
10 b2242bc1f7ffa3f8d796061f3098cd0a9f1b5690 ohci1394
10 6a32e816d63e3c36b652087309f11a78459ab3d5 sbp2
10 00646e8ef195e2c8646a0988fbd08c3e2085c9da /static/ntfs-3g
10 0bdf9cd0d0f7378a9a52731691dbda035f6f47ed cloop
10 e3ed81fdceb12c09d7871ecebc464b915b3e1c12 /KNOPPIX/bin/ln



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.3
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages false
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /KOR <FEFFd5a5c0c1b41c0020c778c1c40020d488c9c8c7440020c5bbae300020c704d5740020ace0d574c0c1b3c4c7580020c774bbf8c9c0b97c0020c0acc6a9d558c5ec00200050004400460020bb38c11cb97c0020b9ccb4e4b824ba740020c7740020c124c815c7440020c0acc6a9d558c2edc2dcc624002e0020c7740020c124c815c7440020c0acc6a9d558c5ec0020b9ccb4e000200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /CHS <FEFF4f7f75288fd94e9b8bbe7f6e521b5efa76840020005000440046002065876863ff0c5c065305542b66f49ad8768456fe50cf52068fa87387ff0c4ee563d09ad8625353708d2891cf30028be5002000500044004600206587686353ef4ee54f7f752800200020004100630072006f00620061007400204e0e002000520065006100640065007200200035002e00300020548c66f49ad87248672c62535f003002>
    /CHT <FEFF4f7f752890194e9b8a2d5b9a5efa7acb76840020005000440046002065874ef65305542b8f039ad876845f7150cf89e367905ea6ff0c4fbf65bc63d066075217537054c18cea3002005000440046002065874ef653ef4ee54f7f75280020004100630072006f0062006100740020548c002000520065006100640065007200200035002e0030002053ca66f465b07248672c4f86958b555f3002>
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


